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Software Specification

Intrusion Prevention Anti - DDoS Log Monitoring
HTTP, FTP, POP3, IMAP, SMTP, IP, TCP, DoS, DDoS, DRDOS 01 A7 2LIER RIS
o, |OMPIPVGHTY IEES &R (01, Syster, Network, ZHH|AlEH, ZiejLte] 5)
w
s «  HTTP, DHCP, SMTP, POP3, IMAP, SIP 0] s .
B = 7 2| x|
.5 g App EEX|/Hlo} /et S5 Rl 80 § AAIZHHA BLEZ X9
=13
=8 et 2 ANz SSLA B3 RLER I8
92 yE93 E2he L App i Q1| £ S
< < s o A2 29 HB
2 Ql A =5} =] =
2 o2, BIAIKE M 71 Fof R JIESep—————
[e] | A | al =
" ;li;i fﬂalH% LH AFS R/ AR 47 5 SSL Inspection 9% X UK RUER
.; $ = =) g -
8g oputst Eaf) =as K2 £ EIX| 24 XHEH S35t MM 0] HIS
S& SSXHI/DBAAHIAISA HE HE ]
SE = ZEEXNZRNZ
z SSL E2H XM B
Flory ZIEH SR MTH AITLIX Z8 o1 [y
SSLoile] 4 X|2! (5-tuple / SNI/ CN) it
Ht DB A& (IP, URL) s S% EI/SHINE A Held Zet
E TLS 13RI & ALK} Mol EdE Ol E = =
AHEXHHo| Bt (1P, URL) ) Xt gol EHIE 8l S| 7|5 MS
j=
= SSL/TLS B H|of :
SatoC 7{et ot URL ZIAt 5 Management Function
A QIS A H[of HOHE, HIESD 4 45 gl 22|
w3 R0l s S
= § SSL E2f Cipher-Suite H|0{ HEYI tiE SA|, ZLIE™, 2T X9
(7] - Lo =z = O
‘g’ g dezdsisE SHLEE REUS Security Setting & Interworking . VLAN, GRE, IPinlP, GTP, DHCP, IP(v4,v6),
O3 — S ICMP(v4,v6), IGMP, TCP/UDP Z2EZ X|¢l
< oMM R¥o| it EIM U HE RS o 2
S AAH AS — TCP MM 22| 2 E4| 7|5 ®j2
[ - — xS o o
2 x|l N St
YARA & X| olef ol W 20 HS BE  AAH S B 2 HE IS HB
o ¥
BRI U AntiVirus B7) 2 aze|oME 24 QY o f AT EO IS LA RY AT
e o o £ 3=
OHs, Y=otE % mhed ok x| ES  wopmEs st 5 HA ol MY wiel/=23 7|5 Mg
»n o 2
AL2XH A Snort Rule 2L sappas yorx w9 Eof A A K el B
> SE
g o= M /S X 7|8k QoS TCP Flag Xof
o 5 N = ° SH/EH/E g=
§n§ PCRE(E34]) n  SO[EZAE SEXY (SYN, FIN, RST, PSH, ACK 5)
HE|IHE K] 7|S(EHEX) ACL %! MAC F4 H|of x| &% QoS TCP/UDP/ICMP/ETC PPS H0f

Hardware Specification

BLUEMAX IPS 1000 2000 4000 5000 10000
CPU 4 Core 10 Core 10 Core 24 Core 52 Core
Memory 32GB 32GB 64 GB 96 GB 192 GB
System SSD 32 GB SSD 32 GB SSD 32 GB SSD 128 GB SSD 128 GB
Storage Log HDD 1 TB HDD2TB HDD2TB SSD1.92TB SSD 1.92TB
406G Fiber - - - (max4) (max8)
10GF FPGA (2 Slot) - - 2 4(max8) 4(max8)
10G Fiber - - (max4) (max8) (max8)
Interface =
1G Fiber (max4) 4(max8) (max8) (max12) -
1G Copper 4(max8) (max8) (max8) (max12) -
HA Port / Mgmt 1GCx2/1GCx1 | 16Cx2/1GCx1 | 1GCx2/1GCx1 | 10GFx2/1GCx2 | 10GFx2/1GCx 2
Power Supply Single Dual Dual Dual Dual
Dimension (WxDxH) 1U (438x481x44) 2U (438x481x88) 2U (438x481x88) 2U (438x685x88) 2U (438x685x88)
Throughput (UDP/64byte) 1 Gbps 2 Gbps 10 Gbps 20 Gbps 40 Gbps
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